Ipunoxenne Ne 1
K YcioBusM obcinyxuBanus B Cucreme «MHTepHeT-bank»

ITPABUJIA BE3OITACHOCTH UCIIOJIB30OBAHUA CUCTEMbI «MHTEPHET-BAHK»

TpeGoBanust 1o coOnroAeHUI0 Mep Oe30macHOCTH, coaepkamuecs B Hacrosmux IIpaBumax
6e3omacHocTn ucnonb3oBanus Cucrembl «MHTepHeT-bank» (nanmee - IlpaBuia Ge30macHOCTH),
ABIISIIOTCSL 00sA3aTeNbHBIMM W HAIpaBJIeHbl HAa IPEJOTBpALCHHE BO3HUKHOBEHUS (PMHAHCOBBIX
IOTEPh B PE3yJbTaTe COBEPILIECHUS INPOTUBOIPABHBIX JAECUCTBUN B OTHOoumleHMM KimeHta u ero
onepanuii ¢ ucnosbzoBanueM Cucremol «MuTepHer-bank». B cinyudae Hapymenuit Kiomentom
[TpaBui Oe3omacHOCTH, HampuMep, npu pasriameHun Jloruna, Ilaposns, nepcoHaNbHBIX JAAHHBIX,
Cucrema «MutepHer-bank» (manee - Cucrema) CTaHOBUTCA MCTOYHHMKOM IOBBIIIEHHOI'O PHUCKA
HECaHKIMOHMPOBAHHOI'O CIIMCAHMsI IEHEXKHbIX cpencTB co CueroB Kinenra.

1. Kunuenr o6s3aH xpanuth B cekpere Jlorun, [lapons, Kox nocryna B Cuctemy:

— He coobuarh HuKoMy Jlorun, [Tapons u Kox nocryna naxe cBoum OaM3KUM, paOOTHUKaM
banka (Bkiatouas paOOTHUKOB O€30MaCHOCTH, TEXHHUYECKOM TMOIIACPKKH H  T.1.),
COTpYIHUKAM IIPAaBOOXPAHUTEIIBHBIX OPIaHOB U MHBIM TPETHUM JIMLIaM. Bo BpeMs mepBoro
Bxoga B Cucremy Kiuenty HeoOxonumo cmenuth llepBonauanbHblii [lapons Ha
noctosiHHblN [laposnp, KoTOpeIN co3naercss KIMeHTOM caMOCTOSTENBHO U HUCHOJIB3YETCS
npu kaxnaoMm Bxoje B Cucremy. B kauectBe Ilapons ne cnenyer ucnons3zoBats: UHH;
UMeHa; (aMWINK; I0CJIEA0BATEIbHOCTH, COCTOSIIUE W3 IMOBTOPSIOLIUXCS WM OIHUX
udp, B TOM YKCIIe HOMepa Telae(oHOB, TaMATHBIE 1aThl, HOMEpPa aBTOMOOMIICH U IPYTYIO
UH(POPMALIHIO, KOTOPYIO MOKHO ITPSIMO MJIM KOCBEHHO CBsi3aTh ¢ KimeHToMm;

— ecmu Jlorun, Ilapons m Kox moctyma cramym M3BECTHBI IOCTOPOHHEMY JIMIY, HX
HEOoOXOaUMO 00s3aTebHO U3MEHUTh cpa3y Tmocie mnonydeHus KimeHtom 53Tol
uHpOpMaINH;

— 3anpemaerca xpanuth Jlormn, Ilapons m Kox pocryma BMmecTe C yCTpOMCTBOM, C
UCIOJIb30BaHuEM KoToporo KinueHT ocymiectBiser goctyn B Cucremy;

— 3anpemaercs coxpanaTh Jlorun, Ilapons, Kon nocryma B TeKCTOBBIX (ailnax Ha
KOMIIBIOTEpE MO0 Ha IPYTUX AJIEKTPOHHBIX HOCUTEISAX HH(OPMALIUHU, TAK KaK 3TO MOXKET
IIPUBECTH K UX Kpayke U KOMIIPOMETALUU;

— 3anperaercs 3anucsiBaTh Jlorus, ITapons, Kox noctyna B maMsate MoOusbHOro Tenedona
0e3 ux mudpoBaHUs WK 0€3 YCTAaHOBJICHUS] COOTBETCTBYIOIIEH OJIOKUPOBKH MOOMIHLHOTO
tesneona. HecobmogeHne AaHHOTO MpaBHia MOXKET NMPUBECTH K TOMY, YTO B cilydae
Kpaxku/ytepu TenedoHa, coaepxkamiero csenenus o Jlorune, Ilapone u Koxe mocryna
MOILIEHHUKH IOJIy4aroT IOJHBIM JOCTYII K IEHEXHBIM cpeacTBaM Kinenra;

— HE HCIOJIb30BaTh (YHKIMIO aBTO3AlOJIHEHUs B Opay3epe, 3TO MO3BOJIMT HE COXPaHSTh
KoHpuaeHIManpHyl0 uHpopManuio o Jlorune u Ilapone B mamsitu Opaysepa, 4TO
IIPEIOTBPATUT BO3MOKHOCTD €€ UCIO0JIb30BaHUs IIOCTOPOHHUMH JIUIAMU;

— U1 TOBBILIEHMS CTENEHU 3amuiieHHocTd [laponst oT mepexBaTa 3J10yMBIIITICHHUKAMU
MCIIOJIb30BAaTh JJIsl BBOJA MapoJs uMerollytocs B CucreMe BUPTYaIbHYIO KJIaBUATYpYy.

2. 3ampemiaercs MpeaoCTaBIsTh TOCTOPOHHUM JIMLIAM CBEJIEHHS O CBOMX MEPCOHAIbHBIX JaHHBIX,
Jlorun, Ilapons, SMS-KobI B OTBETaX Ha JEKTPOHHBIC MUChMA, SMS-COOOIICHHS TN 3BOHKH,
B KOTOPBIX OT MMEHU baHka npeziaraercs NpeaocTaBUTh TakKUe AaHHbIE. B ciyyae COMHEHUH,
YTO 3BOHOK WJIM cOOOlIeHHe UcXoAsaT u3 baHka, a Takke B cilydae MOJO3PEHUH, YTO B
oTHomieHMH KimeHTa coBepmiaercs IMONBITKA MOIIEHHMYECKUX JEHCTBUM, Cleqyer
CaMOCTOSITEIIbHO TEPE3BOHUTH O Tenedony, ykazaHHoMmy Ha Caiite banka win Ha oOpaTHOU
cropone Kaptsl banka, B Enunyio ciayx0y noaaep Ku KIHEHTOB:
8 800 1001111 (kpyryiocyTo4HO);
8 812 3358500 (kpyriiocyTo4HO);
+7 495 7211001 (xpyraocyTo4Ho);



Knunenty HeoOXxonnMo Bcerja MMeTh NpH cebe KOHTakTHbIe TenedoHbl banka. /lo MoMeHTa
oOpamienuss B bank KiHMeHT HeceT pHCK, CBSI3aHHBIN C HECAHKIMOHWPOBAHHBIM CIHCAHUEM
JEHEXHBbIX cpelcTB co CueToB.
Knuent o0s3an xpanuth B cekpere SMS-koasl Ha Bxoj B CucTeMy M Ha HOJTBEpIKICHHE
Pacnopsoxenuit B Cucreme, HampasisieMble bankom Ha Homep moOuisHOTOo Tenedona / B
MobwuibHoe npuinokenue KimeHnTta B 1eJsX IOMOJTHUTENBHOW HIEHTH(UKALNUU MPH BXOJE B
CucrteMy U NpH COBEPILEHUH ONEepaluil — 3T0 KOH(UIEHIHaNbHas HH(OpMaLMsl, KOTOPYIO HU
IpU KakuxX OOCTOATENbCTBAX HENb3sl PACKPhIBATh HUKOMY, BKItouyas paboTHMKOB baHka u
COTPYAHUKOB  IIPABOOXPAHUTENbHBIX OpraHoB. PaboTHukuM baHka W COTPYIHMKH
PAaBOOXPAHUTEIHHBIX OPTaHOB HUKOTAA HE POCAT COOOIINTH, BBICIATH MO 3JIEKTPOHHOH MOUTe
WIN BBECTH Kyna-i1n6o, noMmumo CucteMsl, KOHQUAeHIMaIbHy0 nHpopmanuo (Ilapons s
noctyna B CucreMy uitn SMS-Ko/1b1, HEOOXOAUMBIE /1JIs1 OCYIIECTBIIEHUs onepanuii B Cucreme).
B cnydae nocrtymienus sms-cooOmenust / Push-yBegomiienust / paccbulku 1O 3J€KTPOHHOM
noyTe / COOOIIEHHsS B COIMATBHBIX CETSAX / MecceHpkepax / VIHTepHeT-cepBUCax WM 3BOHKA
TPEThUX JIML, B TOM YHUCJIE IpeICTaBUBIIMXCA paboTHMKamMu banka (Hampumep, ciyxObl
0€30MacHOCTH, CIY)KObl ~ TEXHMYECKOM MHOMIEPX KW M T.OI.) HWIM  COTPYIHUKAMU
[IPaBOOXPAHUTEIBHBIX OPraHOB, MOOYXKIAIOUIMX HE3aMEUINTENIbHO IPOM3BECTH JCHUCTBUS B
Cucreme (Hanpumep, 1o pa3odokupoBke KapTel, oOcTaHOBKE BbIIAYU KpeaUTa, OTMEHE I1epeBoia
JICHEXHBIX CPEJCTB, IEpeBO/ia JCHEKHBIX CPEACTB Ha «0€30MacHbI» WM «CIIEUATbHBIN) CUeT
U T.I.) TTyTeM cooOmienust koHpuaeHnuanbaon napopmanuu (Jlorun, Iapons, Kon nocryma,
SMS-kon),
Knuenry 3ampemaercs:
®  [IPEJOCTABIIATH 3aIPANIMBAEMYIO0 HH(OPMAIIHIO;
® TPOBOJIUTH JIOOBIE NEHCTBHSA/OMEpAlMM MO WHCTPYKIHUSAM, ITOJTYYEHHBIM YKa3aHHBIMH
criocodamu;
e  YCTaHABIMBATH MNPUIIOKEHHs, MporpamMMmsbl yrnanenHoro aoctyma (AnyDesk, AirDroid,
AirMore, TeamViewer u np.) 0 HHCTPYKIUSIM, TOJYYCHHBIM YKa3aHHBIM CIIOCOOOM.
Knuenry crnenyer He3aMeNIUTENBHO:
npepBaTh 00IEHNE C MOILIEHHUKAaMH (3aBEepIINTh TeJIe(hOHHBIN pa3roBop, HE OTBEYATh Ha SMs-
coobuienust / Push-yBemomienns / e-mail-paccpuiky / COOOLICHUS B COIIMANBHBIX CETSX /
MecceHkepax / UHTepHeT-cepBucax);

e  yBeZAOMHUTH baHK 0 ciryunBIIEMCS.

B nensax wHQOpMAaLMOHHOrO B3aUMOAEWUCTBUS C baHKOM cieayeT HUCHOIb30BaTh TOJIBKO
PEKBHU3UTHI CPEJICTB CBA3H (MOOUIIBHBIX M CTAllMOHAPHBIX Telle(hOHOB, (PAKCOB, MHTEPAKTUBHBIX
WHTepHeT-caiToB, OOBIYHOM M HJIEKTPOHHON MOYTHI M Mp.), YKa3aHHBIX B JOKYMEHTax,
MOJIy4YEHHBIX HemocpencTBeHHO B banke, mnbo pasmemennbix Ha Calite banka.

[Tpu pabote c Cuctemoii cienyer yOeauTbes B OTCYTCTBUHU TOCTOPOHHUX CUMBOJIOB B a/IpECHOM
cTtpoke Opaysepa. J[ns ocymectBienuss pgoctyna B Cucremy HCHONb3yeTcs —afpec
https://i2.abr.ru.

MOUIIEHHUKHA CO3/1aI0T MOMJIENbHBIE CaWThl, JW3alH U aapec KOTOPBIX OYEHb IMOXO0XH Ha
opurnHanbHbele. Ha 3THX caliTax ykas3blBalOT HOMepa TeleOHOB, NMPH 3BOHKAX Ha KOTOpbIE
IBITAIOTCS BBECTH B 3a0ITy’KI€HHUE, 3aBJIa/1€Th HH(POpMAIIHel 0 IepCOHAbHBIX TaHHBIX, JIoruHe,
[Tapone, SMS-konax, nmu60 npeanaratoT octaBuTh (BBectH) [laposns u Jlorun Ha moanenbHOM
caiite. B ciyuyae oOHapyKeHHUsI TaKOro caiirta, ciiefyeT o0sf3aTeIbHO COOOMIMTH 00 3TOM IO
tenedony EnuHol ciryx0bl TOANEPKKHA KIMEHTOB.

Ecnu na MoOmnpHBIN Tenedon KnrerTa mpumiio coodmenne ¢ SMS-Koa0M J71s TOATBEPKICHUS
onepanuu, KoTopyro KineHT He coBepluasn, TO CyIIECTBYET BEPOATHOCTb, YTO YCTPOWUCTBO, C
kotoporo KinueHt ocymectBisier noctyn B Cucrtemy, 3apa)X€HO BUPYCOM. 3ampeniaeTcs
UCIONB30BaTh 3TOT SMS-kox, naxe ecnu KiMEHTY IO3BOHUT 4YENOBEK, IPEACTABUTCS
paboTHukoM banka u mompocHT cuenath 3To. Clieayer HEMemJeHHO cooOmmuTh B baHk o
MOJyYEHUHU TAaKOro cooOIieHus no teiaedony EnuHoi ciy:x0bl moIAep kKN KIMEHTOB, a TaKkKe
HOJY4YUTh PEKOMEHIALMU O ACHCTBHAX IO NPEAOTBPAIIECHUIO MoOIIeHHHYecTBa. OOHOBUTH
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AHTUBHUPYCHBIE 0a3bl HA TOM YCTPOMCTBE M BBIIIOJHUTDH €TI0 MOJIHYIO MPOBEPKY HA BUPYCHI, HE
UCIIOJIb30BaTh YCTPOMCTBO i jgoctyna B CHCTEMY [0 BBIIOJHEHUS IOJYYEHHBIX
PEKOMEHJAIUM M YKa3aHHBIX BBIIIE JICHCTBHIA.

[TIpu pabore c¢ Cucremoil cienyer yOeAWTBHCS, YTO COEAMHEHHE C HEW OCYIIECTBISETCS B
3alIMIIEHHOM pexuMe. [Ipu3HaKoM HCIOIb30BAHUS 3alMIEHHOTO COEIMHEHMs SIBISACTCS
HAJIMYUE CIpaBa WU CJIeBa OT aJpeCHO CTPOKH, OO CIpaBa BBEpXYy/BHHU3Y CTPOKHU Opay3epa
n300pakeHMsI 3HaYKa 3aKPhITOTr0 3aMKa.

KnueHnTy pekoMeHayeTcsi yCTaHaBJIMBAaTh Ha MOOWIBHBIA TenedoH, Ha KOTOphIA baHK
otnpasisiet [Taponu s nocryna B Cucremy u SMS-ko/1b1, HEOOXOUMBIE JJISI OCYIIECTBICHHUS
onepanuii B Cucreme, MpUIOKEHUSI, [TOJIyUEHHBIE TOJIBKO M3 HM3BECTHBIX HCTOYHUKOB. baHk
BbicbUIaeT Ilaponu s goctynma B Cucremy, SMS-koAbl JUIsi OCYLIECTBJICHUS OIEpaluil B
Cucreme, a Taxke MHGOPMAIMIO O MapaMeTpax HCHOJHEHHUs ONepanuidl ¢ UCIOIb30BaHUEM
CucreMbl, TOJIBKO ¢ HOMepa ¢ uMeHeM «ABRy.

Knuenty He pexkomeHayercs 3axoauTh B CHCTEMy C TOrO XK€ MOOWJIBHOTO TenedoHa, Ha
koTopeli KimeHT nomyvaer naponu s noctyna B Cucremy 1 SMS-KObI U1l OCYILECTBICHHUS
onepanuii B Cucreme.

Crnenyer BHHMMATENBHO IPOBEPATh MOCTYMAIONIYHd Ha MOOWIbHbIN Tenepon Kimenra
uH(pOpMalLlMI0O O TapaMeTpax UCIOJHEHHUs] oOmIepauuu ¢ ucnojp3oBaHueM CucTeMsl.
WNudopmanus B cOOOLIEHUH JODKHA COBIAAATh ¢ apamerpamu onepaiuu B Cucreme. KineHr
00s13aH yOeauThCs, UTO CyMMa M HAaUMEHOBAHUE IMOdydaresns (TOYKU OOCIyKMBaHMs) B SMS-
coobuienun/Push-yBejoMmaennn  coBmajaloT ¢ CyMMOW olepalud ¥ HauMEHOBaHUEM
nosiyyatens (TOUYKM OOCIyKMBaHUS), B aJpec KOTOPOro ocyuecTBisiercss nepesox. llpu
HAJINYMK HECOBMAJCHUN ClieflyeT HeMeIUIEHHO oOpaTuThes 1o TenedoHy B Enunyro ciyx0Oy
HNOJJEPKKU KIIMEHTOB.

CrnenyeT oCylECTBIIATh IEPEBOBI IEHEKHBIX CPEACTB 10 PEKBU3UTAM, IIOJYYEHHBIM TOJIBKO U3
M3BECTHBIX UCTOYHHMKOB. He mepeBouTh NE€HEKHbIE CPE/ICTBA 110 PEKBU3UTAM, IIOJyYEHHBIM B
MECCEHJIPKEPAX, COLMANIBHBIX CETAX OT HE3HAKOMBIX JIULI.

Ha ycTpoiicTBax, HCHOIB3yeMbIX JJI OCYILECTBICHUS onepanuii B Cucreme, B TOM 4ucCie I
noslyueHus: naposieii poctyna B Cucremy m SMS-KOZOB Ul OCYIIECTBIIEHUS OIE€palvii B
Cucreme (B TOM yucCl€ IUIAHIIETaXx, cMapT(oHaX, KOMIbIOTEPAX U Ip.) CIEAYeT YCTaHOBUTh
CpeCTBa AaHTUBUPYCHOM 3aIIUThI, aHTUBUPYCHBIE 0a3bl KOTOPBIX JJOJKHBI OOHOBIIATHCS HE PeXke
OJIHOTO pa3a B CYTKH. PexkoMeHIyeTcs HCIIOJIb30BaTh JIOMOJHUTEIbHBIE MPOTPAMMBI IS
oOecrieyeHns O€30MaCHOCTH 3TUX YCTPOIMCTB — MEKCETEBbIE SKPaHbI, IPOrPaMMbl 3aIIUTHI OT
CIIaM-pacchblIOK U IIp.

Mo6unbeHbIl TenedoH, ucnonb3yemsli Knnentom mia nmomyuenust Ilaponeit mis nocryma B
Cucremy 1 SMS-ko10B 1151 OcymiecTBIIeHHs onepanuii B Cucteme, ciaeayeT 3alluTHTh TTapoJieM
Ha BXOJ 1, €CJIM 3TO BO3MOXKHO, Ha MPOCcMOTp SMS-coo01ieHnii. ITo He 03BOJIUT HOCTOPOHHUM
aunaM noiay4yuTh Aoctyn K [laponsm ans pabotel B Cucreme B ciydae, €ClId OHU MOJYyYHIH
JOCTYN K MoOmIIbHOMY Tenedony Kimenra.

B cnyuae ytpaTel MoOmibHOTO TenedoHa, Ha KoTopblil bank otnpasnser [laponu s goctymna
B Cucremy mnmmn SMS-koasl ans ocyuiecTBieHus onepauuil B Cucreme, Kimenrty cnenyer
He3aMeJUINTEIbHO O0paTuThcs K CBOEMY OIepaTopy MOOMJIBHOW CBSI3M W 3a0JIOKUPOBATH
teneponnyro SIM-kapry.

B cnyuae coBepiienus B oTHomeHnu Kienta npoTuBONpaBHBIX AEMCTBUI CO CTOPOHBI TPETHUX
i KneHty crneayeTr He3aMeUIuTeNbHO 00paTUTHCS B MOJIHUIIMIO.



